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Digital sovereignty: from separatism to realism?

By Olivier Iteanu, lawyer at the Paris Court of Appeal and Honorary
President of the Internet Society France

On 27 May 2021, Capgemini and Orange announced the
establishment of a joint company called “Bleu”.
 
Its goal will be to provide a trusted cloud “in an independent
environment“, “operating fully under French and European
jurisdictions” and guaranteeing “operational autonomy“.
 
The press release—published under the dual header of both founders
—explains that “Bleu will be operated from France by its own staff...“

Read the article

The transmission of information to intelligence
services

By General of the Army (2S) Marc Watin-Augouard, Director of the
Research Center of the School for O�cers of the National Gendarmerie

The transmission of information to the intelligence services by the
administrative authorities does not comply with the Constitution,
because the legislator has not provided sufficient guarantees to
regulate an action that most often concerns personal data. The
exchange of information between intelligence services is, on the
other hand, consistent with the Constitution.
 On 19 May 2021, the French ‘Conseil d’État’ referred to the
Constitutional Council a priority question of constitutionality raised by
La Quadrature du Net...

Read the article

2020, a record year for data leaks

By the editorial staff of the FIC Observatory

Data leaks have taken off like never before in 2020. Such is the
conclusion of the new Data Breach Barometer. This study has been
unveiled during a thematic breakfast hosted by the International
Cybersecurity Forum in partnership with audit and consultancy
firm PwC France and Maghreb, insurance broker Bessé, and with
the contribution of the CNIL (National Commission on Informatics
and Liberty).
 How cyberattacks have evolved in France, how to avoid data
leaks… here is a summary of the study’s teachings...

Read the article

The future of digital autonomy in the EU

By the FIC Advisory Board

In the face of the recent Covid-19 pandemic, the UN Secretary-
General Gutierrez underlined how much, “as we recover and
rebuild, digital technology will be more prominent and more
important than ever”. With the rising importance of technology, so do
security implications.
 
How can we maximise the benefits of digitisation? To make the most
of digital technology, good regulation is essential, paramount even.
How do we build such an efficient regulation? ...

Read the article

Cryptoassets: New Technologies Can Help Fight AML
/ CFT

By the editorial staff of the FIC Observatory

While Anti-Money Laundering/Combating the Financing of Terrorism
international standards are in place, most jurisdictions have just
begun to implement and enforce them.
The supervision of crypto-asset service providers (CSPs) remains
nascent globally.
However, technologies and technology-based processes can help
regulators, supervisors and regulated entities overcome these
challenges...

Read the article

          

Cybersecurity for Industry: discover the Elites partners of the
event!
For this �rst edition of Cybersecurity for Industry , many partners
responded, including Advens, Claroty, Fortinet, Framatome, Orange
Cyberdéfense, Stormshield, Tenable and TXOne. These Elite
partners will welcome you at their stand located in the village of
more than 180m 2 to present their OT offer, but also to offer you
demonstrations throughout the show. Also attend their
presentations on Tuesday, September 7 in the amphitheater
dedicated to CFI, the program of which you can consult on the FIC
website.

The European School of Cybersecurity will train technicians and
operators in cybersecurity

French newspaper Les Echos says the country lacks about 79,000
digital professionals. The turnover, which is deemed high by

professionals when it reaches 15%, is estimated above 20% for that
sector with recurring cases at 26%. One of the contributing factors is
the lack of motivation from engineers to accomplish repetitive tasks

considered below their level: among them, deputy CISOs claim
spending 12,47 hours per week treating alerts sprung by false

positives.
Learn more here

The ECA is in Lille!
The European Champions Alliance (ECA) is a non-for-pro�t initiative
by a group of passionate entrepreneurs and business development
experts who stand for European Tech and values. Our objective is to
support the development of European Champions in the digital
ecosystem, empowering them to compete with worldwide
competitors.
Learn more here
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With the revision of the NIS directive or “NIS 2”, the EU Commission proposes to
reshape the rules on network and information systems security through a Directive on
measures for a high common level of cyber security across the Union to improve the
resilience of critical public and private sectors.
 
 
The aim is to build a true “cyber security shield” for the EU with the ability to detect early
signals of impending cyber attacks and enable action before damage is caused...

Read the editorial

(With Gérôme Billois (Partner Wavestone), and François Coupez (Avocat, Implid Legal))

Webinar: "Feedback from attacks on Active Directory: lessons
from real attacks to better adapt your defense"

September 16, 2021

In this webinar, Tenable will present post-mortem studies fueled by real attacks targeting
Active Directory.
There will be decrypted together certain sequences of attacks through the first weak
signals and vertical movements.
Based on feedback from intervention during crisis situations, this workshop will allow you
to adapt your defensive posture and improve your resilience in the face of malware or
APT attacks targeting Active Directory ...

Registration open soon
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