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There is no cyberdefense
without cooperation

By Didier TISSEYRE, Air Division General, French Cyber Commander

Pegasus affair, cyberattacks on SolarWinds and Colonial Pipeline, recent APT31
activities, information warfare on COVID-19: the last months have been particularly
intense. A demonstration—for those who still needed one—that cyber players must
continuously adapt. In cyberspace, we are shifting from a “peace-crisis-war” to a
“competition-dispute-confrontation” continuum.

Yet, to lead and win a competition, your team must be as versatile as possible, as no
technical field was ever conquered without human intelligence. The FIC 2021’s theme
—"For a collaborative and cooperative cybersecurity“—could not be more relevant.

Read the edito
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National Cloud Strategy: is France ready to enter the

era of liquid computing?

By the editorial staff of the FIC Observatory

The National Cloud Strategy places the cloud at the heart of the
digital transformation of the state. It also implies demanding
conditions for access to the data market in Europe. Here is an
analysis of the issues at stake in a text that acknowledges the
strategic predominance of cloud technologies (...). On 17 May,
Bruno Lemaire (Minister for the Economy, Finance and Recovery),
Amélie de Montchalin (Minister for Public Transformation and the
Civil Service) and Cédric O (Secretary of State for Digital Transition
and Electronic Communications) specified what the French "trusted

cloud" should be...
Read the article
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Due Diligence : a Core Principle in the Fight against
Ransomware and Cybercrime

By Karine Bannelier-Christakis, Senior lecturer in international law at the
University of Grenoble Alpes

« Responsible countries need to take action against criminals who
conduct ransomware activities on their territory”.

Did Joe Biden’s words during his meeting with President Putin on

the banks of Lake Geneva spell the end of an era?
For how long will States still be able to harbor cybercriminal groups

with impunity?
Read the article

The “right to be forgotten” is not an absolute right

By General of the Army (2S) Marc Watin-Augouard, Director of the
Research Center of the School for Officers of the National Gendarmerie

The "right to be forgotten" is not an absolute right.

It must be balanced against the freedom of information and
expression, which is particularly protected in the case of a press
organisation.

Back to a case from the Paris Court of Justice, 17th Chamber,
judgment of 30 June 2021, Mr M.X. versus the newspaper 20

Minutes France
Read the article

FEEDBACK

[ Read the article ]

Prevention is better than cure

By Lieske Zonderland & Suzanne Ramaker

Cybercrime is on the increase, its impact is growing, and the
offenders are increasingly young.

There are many reasons why the prevention of offenders targeting
cybercrime is becoming increasingly important (...). Offenders who
are at the beginning of a cybercrime pathway need to be diverted
from it before they become serious cybercriminals.

It is therefore important that they know where the limits are online
and that they know the positive alternatives to express their possible

computer skills...
Read the article
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Is blockchain technology an ideal solution for digital
identification?

By Benjamin Allouch, Founder and Head of BSA Consult

The current period of the Covid-19 pandemic—uwith its lockdowns
and teleworking—reminds us that cybersecurity is one of the major
challenges of the coming decades. Cyberattacks have increased in
number and intensity. Another issue is the growing plague of digital
identity theft. What if blockchain were a solution to this?

Known to the general public through the prism of bitcoin and
cryptocurrencies, blockchain technology is still at the project stage in
many other areas. Nevertheless, some believe that it will potentially
revolutionise certain sectors. Of these sectors, digital identification is
of great interest to specialists in the field.

Read the article
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' CYBERSECURITY STRATEGIES

@f AEF info partenaire du FIC 2021

Linformation stratégique
pour les acteurs de la sécurite.

Un seul abonnement 100 % numérique.
Plusieurs accés simultanés et de nombreuses thématiques

TESTER AEF INFO PENDANT 30 JOURS

Test gratuit sans engagement

FIC

Health protocol COVID-19

As you know, in order to welcome you in the best conditions and
in accordance with the sanitary rules in force, access to the FIC
2021 will be conditional for all (visitors, partners, service
providers) to the presentation of a sanitary pass at the
entrance of the exhibition, in addition to the access badge. In
addition, it will be compulsory to wear a mask inside the
Grand Palais throughout the exhibition. Finally, we are
counting on you to respect the social distancing measures and
to wash your hands regularly and/or use a hydroalcoholic solution
throughout your presence at the show. You can consult our
complete sanitary protocol here.
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Visit the Research Area at the FIC!
The Research Area will propose this year on its stand a complete

program of demonstrations during the 3 days of the FIC. Check the gl:

program of the CEA (stand D29-1), CNRS (stand D29-2), INRIA
(stand D29-3) and CPU/CDEFI demonstrations.
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